
SOLUTION OVERVIEW

Business Challenge
Security and IT teams must work together to keep the organization secure from an ever-
growing list of cyber threats and vulnerabilities. Disparate toolsets, misaligned workflows 
and competing priorities can work against security and IT teams from finding and fixing 
vulnerabilities. The result puts the most critical business systems in danger of exploitation.

Solution
The Tenable.io integration for SaltStack Protect combines comprehensive vulnerability 
insight from Tenable with powerful SaltStack automation for complete detection and 
remediation of dangerous vulnerabilities and misconfigurations. By integrating Tenable 
and SaltStack, security and IT teams can bridge the gap between their workflows through a 
common solution that ingests scans and remediates critical vulnerabilities fast and at 
large scale.

Value
The SaltStack integration for Tenable.io provides the ability to:

• Reduce cyber risk by giving your teams the tools they need to act decisively
and quickly

• Increase team productivity, with less time spent on manual, repetitive tasks

• Remediate vulnerabilities faster to decrease risk of exploitation

• Reduce delays caused by manual handoffs between security and IT teams.

Technology 
Components

• Tenable.io

• SaltStack Enterprise 6.3

• SaltStack Protect add-on

Key Benefit
• Eliminate manual data handovers in the

vulnerability management process

• Fix vulnerabilities fast, at any scale

• Report fixes back to Tenable.io for closed-
loop reporting

• Use additional system data from SaltStack to
better understand your environment

Tenable for SaltStack
Automating Manual Tasks for your Vulnerability 
Management Process
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More Information
You can get the latest apps here:
https://www.tenable.com/products/tenable-io/evaluate 

https://www.saltstack.com/try-saltstack-enterprise/
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ABOUT TENABLE
Tenable®, Inc. is the Cyber 
Exposure company. Over 30,000 
organizations around the globe 
rely on Tenable to understand and 
reduce cyber risk. As the creator of 
Nessus®, Tenable extended its 
expertise in vulnerabilities to 
deliver the world’s first platform to 
see and secure any digital asset on 
any computing platform. Tenable 
customers include more than 50 
percent of the Fortune 500, more 
than 30 percent of the Global 2000 
and large government agencies. 
Learn more at www.tenable.com.

ABOUT SALTSTACK
SaltStack® intelligent IT automation 
software is used to help the largest 
businesses in the world manage 
and secure their digital 
infrastructure. Known for its 
powerful event-driven 
infrastructure automation engine, 
SaltStack is designed to control 
and secure critical infrastructure 
while providing efficient, 
collaborative solutions for ITOps, 
SecOps, NetOps and DevOps 
teams. SaltStack maintains the 
award-winning Salt open source 
project which continues to be one 
of the largest, most-active open 
source projects in the world.
Learn more at www.saltstack.com

Features
With this integration, you can:

• Automate API handoff of discovered vulnerabilities from Tenable to SaltStack

• Vulnerability analyzer in SaltStack lets the user know which vulnerabilities
from Tenable can be automatically remediated

• SaltStack Protect exports asset data back to Tenable to ensure up-to-date
asset information

The diagram above shows Tenable vulnerability data within into SaltStack to help 
Security and IT teams achieve detection and remediation of critical vulnerabilities.

For support please go to:

https://www.help.saltstack.com

https://www.tenable.com/products/tenable-io?utm_campaign=00019203&utm_medium=SO&utm_content=demo-trial-tio&utm_source=SaltStack
https://www.saltstack.com/try-saltstack-enterprise
http://www.tenable.com
http://www.saltstack.com
https://help.saltstack.com



